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DETAILED ACTION 



Response to Amendment 
Drawings 

In light of Applicant's amendment to the specification, the objections to figure 4 & 
5 are withdrawn. 

Claim Objections 

In light of Applicant's amendment to claim 9, the claim objection is withdrawn. 

Claim Rejections - 35 USC §112 

In light of Applicant's amendment to claim 1 8, the 35 USC 1 1 2, 2"^ paragraph 
rejection is withdrawn. 



1 . Applicant's request for reconsideration of the finality of the rejection of the last 
Office action is persuasive and, therefore, the finality of that action is withdrawn. 
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Response to Arguments 

2. Applicanrs arguments, see page 10, lines 7-13, filed 12/22/2005, with respect to 
the rejection(s) of claim(s) 9 under 35 USC 103(a) have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made in view of U.S. Patent No. 
5,237,610 to Gammie et al. that teaches the demultiplexing of the decoding data from 
the program data in a digital television network. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-5, 8, 13, 14 and 15 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Patent No. 5,886,732 to Humpleman in view of US Patent No. 
6,038,625 to Ogino, further in view of US Patent No. 6,826.699 to Sun. 

As to claim 1 , Humpleman teaches: 

a. A distributed digital television system comprising: a plurality of 
discrete television sets (column 3, lines 1-13). 
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b. Decoding digital television signals for display at the (respective) 
television sets (column 7, lines 29-48). 

c. A plurality of respective distributed signal decoding arrangements 
having respective cryptographic engines configured for executing 
conditional access (a distributed system with a conditional access programming 
subsystem that incorporates encryption/decryption for authentication and 
authorization (user password, credit card numbers, etc.) (column 9. lines 43-49 
and column 10. lines 52-61)). 

Humpleman does not expressly mention direct communication between televisions. 
However, in an analogous art Ogino teaches a system being configured for 
transferring, over a network linking the plural sets and from a source from among 
said arrangements to a destination from among said arrangements (a peer-to-peer 
network that comprises smart televisions that have the ability to transmit data with each 
other over an IEEE 1394 serial communications bus in order "to control one another and 
obtain information regarding one another" (Ogino. column 2, lines 55-57) and enhance 
the coordination of audio/visual devices that are interconnected and share resources 
(Ogino, column 2. lines 59-65)). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to implement the digital television network of 
Humpleman with the intercommunication between devices of Ogino in order "to control 
one another and obtain information regarding one another" (Ogino, column 2, lines 55- 
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57) and enhance the coordination of audio/visual devices that are interconnected and 
share resources as suggested by Ogino (Ogino, column 2, lines 59-65). 

Neither Humpleman nor Ogino specifically teach a security protocol for 
transmission of data including authentication data and encryption key exchange within 
the local network. However, in an analogous art Sun teaches a decryption key usable 
for conditional access by the respective cryptographic engine of the destination 
arrangement (the use of 5C Digital Transmission Content Protocol authentication and 
key exchange, 5C DTCP AKE (Sun, column 6, lines 45-50) in order to "provide a means 
for protecting the owner's property rights" (Sun, column 1, lines 29-30) as suggested by 
Sun. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the peer-to-peer digital television network 
Humpleman and Ogino with the added network security features of Sun in order to 
"provide a means for protecting the owner's property rights" (Sun. column 1 , lines 29- 
30) as suggested by Sun. 

As to claim 2, Humpleman teaches that a network comprises a television 
signal distribution network for delivering digital television signals to the 
television sets (a network that distributes digital television signals to television sets) 
(column 3, lines 62-67). 
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As to claim 3, Humpleman teaches a network includes filters (column 8, lines 
60-64) and radio frequency feeder cables mutually arranged to selectively route 
keys transferred in said transferring and said signals (a network that uses hybrid 
coaxial cables as a transmission medium (column 6, lines 53-60). Humpleman further 
teaches that the cables can transmit analog television signals, which are within the RF 
spectrum (Humpleman, column 3, lines 3-7)). 

As to claim 4, Sun teaches performing said transferring under a separate 
cryptographic layer of security (using of 5C Digital Transmission Content Protocol 
authentication and key exchange. 5C DTCP AKE (Sun, column 6, lines 45-50)). 

As to claim 5. Humpleman teaches each television set includes an 
arrangement of said distributed signal decoding arrangements (column 7, lines 39- 
43). 

As to claim 8, Humpleman teaches: 

a. A digital signal decoding arrangement for receiving coded digital 
television signals (a digital television (column 3, lines 1-13) with decoding 
arrangement (column 7, lines 29-48)). 

b. A conditional access module configured for the input and output of 
decryption keys serving to control the decoding of the digital television signal (a 
distributed system with a conditional access programming subsystem that incorporates 
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encryption/decryption for authentication and authorization (user password, credit card 
numbers, etc.) (column 9, lines 43-49 and column 10, lines 52-61)). 

Humpleman does not expressly mention direct communication between 
televisions. However, in an analogous art Ogino teaches using the decryption keys 
either locally within the apparatus by means of said input or remotely at further 
digital television, apparatus by means of said output (a peer-to-peer network that 
comprises smart televisions that have the ability to transmit data with each other over 
an IEEE 1394 serial communications bus in order "to control one another and obtain 
information regarding one another" (Ogino, column 2, lines 55-57) and enhance the 
coordination of audio/visual devices that are interconnected and share resources as 
suggested by Ogino (Ogino, column 2, lines 59-65). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to implement the digital television network of 
Humpleman with the intercommunication between devices of Ogino to enhance the 
coordination of audio/visual devices that are interconnected and share resources as 
suggested by Ogino (Ogino, column 2, lines 59-65). 

Neither Humpleman nor Ogino specifically teach a security protocol for 
transmission of data including authentication data and decryption keys within the local 
network. However, in an analogous art Sun teaches the use of 50 Digital Transmission 
Content Protocol authentication and key exchange, 50 DTCP AKE (Sun, column 6, 
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lines 45-50) in order to "provide a means for protecting the owner's property rights" 
(Sun, column 1, lines 29-30) as suggested by Sun. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to implement the peer-to-peer digital television network 
Humpleman and Ogino with the added network security features of Sun in order to 
"provide a means for protecting the owner's property rights" (Sun, column 1, lines 29- 
30) as suggested by Sun. 

As to claim 13, Humpleman teaches said plurality [of television sets] includes 
at least three sets, said system being further configured for said transferring from 
any one to any other (a network with "any number" of television sets (column 10, lines 
28-36) and Ogino teaches a peer-to-peer communication network (Ogino, column 6, 
lines 15-30)). 

As to claim 14, Humpleman teaches said transferring restricts display at said 
source, of specific broadcasted content whose display transferring authorizes at 
said destination (the use of restricted access television programming at an individual 
apparatus (column 10, lines 41-61)). 

As to claim 15, Humpleman teaches said plurality includes at least three sets, 
said system being further configured for said transferring from any one to any 
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other (a network with "any number" of television sets (column 10, lines 28-36) and 
Ogino teaches a peer-to-peer communication network (Ogino, column 6, lines 15-30)). 

As to claim 17, Humpleman teaches that inputting locally authorizes display, 
at the apparatus, of specific broadcasted content, said inputting serving to input 
a decryption key outputted from said further apparatus, the outputting restricting 
display of said content at said further apparatus (the use of restricted access 
television programming at an individual apparatus chosen by the user (column 10, lines 
41-61)). 

As to claim 18, Humpleman teaches a television system including both the 
local, and further, digital television apparatus (a network with "any number" of 
television sets (column 10, lines 28-36)). 

As to claim 19, Humpleman teaches that inputting locally authorizes display, 
at the apparatus, of specific broadcasted content, said inputting serving to input 
a decryption key outputted from said further apparatus, the outputting restricting 
display of said content at said further apparatus (the use of restricted access 
television programming at an individual apparatus chosen by the user (column 10, lines 
41-61)). 
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4. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent No. 5,886,732 to Humpleman in view of U.S. Patent No. 5,237,610 to Gammie et 
al. (hereinafter Gammie). 

As to claim 9, Humpleman teaches: 

a. A digital signal decoding arrangement for receiving coded digital 
television signals (a digital networl< with digital televisions that decode digital signals 
(column 7, lines 29-48). 

b. IVIeans for the input and output of decoding authorization data 
serving to control the decoding of the digital television signal either locally within 
the apparatus or remotely at further digital television apparatus (the ability to view 
restricted access programming on a digital television of user's choosing by transmitting 
data over said network (column 10, lines 52-61)). 

c. Demultiplexing means (the ability to demultiplex the incoming signal into 
its component parts at the set top electronics for each television (column 7, lines 34-43). 
Humpleman does not expressly mention splitting the decoding authorization data from a 
received digital television signal. However, in an analogous art Gammie teaches 
demultiplexing means for splitting decoding authorization data from a received 
digital television signal (the demultiplexing decoding data from the program data with 
a demultiplexer (column 12, lines 20-30) in order to protect programming from pirates 
(column 3, lines 11-23) as suggested by Gammie). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to implement the digital television network of 
Humpleman with the demultiplexing of the incoming signal into programming and 
decoding parts of Gammie in order to protect programming from pirates (column 3, lines 
1 1-23) as suggested by Gammie. 

5. Claims 1 1 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over US Patent No. 5,886,732 to Humpleman in view of US Patent No. 6,038,625 to 
Ogino, further in view of US Patent No. 6,826,699 to Sun as applied to claim 1 above, 
and further in view of US Patent Application No. 2001/0030959 to Ozawa et al. 
(hereinafter Ozawa). 

As to claim 11, Humpleman teaches a network interface module that decrypts 
incoming transmissions and handles access control (Humpleman, column 7, lines 49- 
59) and Ogino teaches a peer-to-peer network that comprises smart televisions that 
have the ability to transmit data with each other over an IEEE 1394 serial 
communications bus in order "to control one another and obtain infomiation regarding 
one another" (Ogino, column 2, lines 55-57). Humpleman and Ogino do not expressly 
mention the use of a smart card. However, in an analogous art Ozawa teaches 
transferring of the decryption key transfers from a smart card of said source 
arrangement to a smart card of said destination arrangement (the use of a smart 
card in a set top box in order to "provide the key for decoding incoming cryptographic 
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data for content that the CAM [smart card] determines the user is authorized to receive" 
(Ozawa, page 3, paragraph 31 ) as suggested by Ozawa). 

Therefore, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to implement the invention of Humpleman, Ogino and Sun with the 
smart card of Ozawa in order to "provide the key for decoding incoming cryptographic 
data for content that the CAM [smart card] determines the user is authorized to receive" 
(Ozawa. page 3, paragraph 31) as suggested by Ozawa. 

As to claim 12, Humpleman teaches communicating with a radio 
frequency local area network established between ones of said sets (Humpleman, 
column 3, lines 3-7) 

6. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over US 
Patent No. 5.886,732 to Humpleman in view of US Patent No. 6,038,625 to Ogino, 
further in view of US Patent No. 6,826,699 to Sun, as applied to claim 8 above, in still 
further view of U.S. Patent No. 5,237,610 to Gammie et al. (hereinafter Gammie). 

As to claim 16. Humpleman. Ogino nor Sun expressly mentions splitting the 
decoding authorization data from a received digital television signal. However, in an 
analogous art Gammie teaches a cryptographic engine, and further including both 
a demultiplexer for splitting decoding authorization data from a received digital 
television signal to yield a remaining signal and a second demultiplexer for 
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dividing said remaining signal into separate signals for inputting into said 
cryptographic engine (demultiplexing decoding data from the program data with a 
demultiplexer (column 12, lines 20-30) in order to protect programming from pirates 
(column 3, lines 1 1-23) as suggested by Gammie). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to implement the digital television network of 
Humpleman with the demultiplexing of the incoming signal into programming and 
decoding parts of Gammie in order to protect programming from pirates (column 3, lines 
1 1-23) as suggested by Gammie. 

7. Claims 10 and 22 are rejected under 35 U.S.C, 103(a) as being unpatentable 
over US Patent No. 5,886,732 to Humpleman in view of US Patent No. 6,038.625 to 
Ogino. 

As to claim 10, Humpleman teaches: 

a. A digital television system comprising a plurality of discrete 
television sets (column 10. lines 28-36). 

b. Decoding incoming television signals locally at each television set 
(column 7, lines 29-48). 

c. Decryption key from a conditional access module of a digital 
decoding arrangement associated with one television set (a distributed 
system with conditional access of programming subsystem that incorporates 
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encryption/decryption for authentication and authorization (user password, credit 
card numbers, etc.) (column 9, lines 43-49 and column 10, lines 52-61)). 
Humpleman does not expressly mention direct communication between televisions. 
However, in an analogous art Ogino teaches distributing comprises transferring a 
decryption key from a conditional access module of a digital decoding 
arrangement associated with one television set for operation in association with a 
conditional access module of a digital decoding arrangement associated with 
another television set (a peer-to-peer network that comprises smart televisions that 
have the ability to transmit data with each other over an IEEE 1394 serial 
communications bus in order "to control one another and obtain information regarding 
one another" (Ogino, column 2, lines 55-57) and enhance the coordination of 
audio/visual devices that are interconnected and share resources (Ogino, column 2. 
lines 59-65) as suggested by Ogino). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to implement the invention of Humpleman with the 
communications between devices of Ogino in order "to control one another and obtain 
information regarding one another" (Ogino, column 2, lines 55-57) and enhance the 
coordination of audio/visual devices that are interconnected and share resources 
(Ogino, column 2, lines 59-65) as suggested by Ogino. 

As to claim 22, Humpleman teaches said plurality includes at least three sets, 
said system being further configured for said transferring from any one to any 
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other (a network with "any number" of television sets (column 10, lines 28-36) and 
Ogino teaches a peer-to-peer communication network (Ogino, column 6, lines 15-30)). 

8. Claims 20 and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over US Patent No. 5,886,732 to Humpleman in view of US Patent No. 6,038,625 to 
Ogino, as applied to claim 10 above, in further view of US Patent Application No. 
2001/0030959 to Ozawa et al. (hereinafter Ozawa). 

As to claim 20, neither Humpleman nor Ogino expressly mention the use of a 
smart card. However, in an analogous art Ozawa teaches transferring of the 
decryption key transfers from a smart card of said source arrangement to a smart 
card of said destination arrangement (the use of a smart card in a set top box in 
order to "provide the key for decoding incoming cryptographic data for content that the 
CAM [smart card] determines the user is authorized to receive" (Ozawa, page 3, 
paragraph 31 ) as suggested by Ozawa). 

Therefore, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to implement the invention of Humpleman, Ogino and Sun with the 
smart card of Ozawa in order to "provide the key for decoding incoming cryptographic 
data for content that the CAM [smart card] determines the user is authorized to receive" 
(Ozawa, page 3, paragraph 31) as suggested by Ozawa. 
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As to claim 21 , Humpleman teaches communicating with a radio 
frequency local area network established between ones of said sets (Humpleman, 
column 3, lines 3-7) 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to William S. Powers whose telephone number is 751 272 
8573. The examiner can normally be reached on m-f 7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on 571 272-3819. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) 




